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Known Security Vulnerabilities 

Common security vulnerabilities that are being exploited 

in hospitality and lodging account data compromise 

events include:

•  Insecure use of remote access applications. For 

example, the use of weak or common passwords to 

access multiple locations

•  Flat network topology where multiple hotel locations 

are networked within a single domain and where the 

payment card processing segment is within the same 

segment as corporate systems

•  Insecure usage of Internet web browsing applications 

on point-of-sale (POS) terminals, which can result in 

the download of malicious programs

•  Inconsistent usage of antivirus software

•  Usage of non-Payment Application Data Security 

Standard (PA DSS) validated systems that store 

magnetic stripe data in active directory files 

•  Failure to restrict outbound access to the Internet 

via firewall rules

Best Practices for Consideration

Entities should review PCI DSS guidelines and consider 

penetration testing in addition to incorporating the 

following best practice security measures to help 

prevent intrusion: 

•  Use of strong passwords (alphanumeric and special 

characters) of at least eight characters in length and  

no dictionary words

•  Remote access should be employed on demand only 

and use a two-factor authentication protocol. In 

addition, all remote access sessions should be logged

•  POS systems should be upgraded to PA DSS-validated 

versions and any stored cardholder data should be 

securely deleted

•  Security policies should address web browsing on POS 

terminals with use of proper filtering of potentially 

dangerous websites

•  Antivirus measures should be installed on all servers 

and terminals and antivirus logs should be routinely 

monitored

•  Firewalls should be configured to restrict outbound 

Internet access, and payment card processing  

systems should be segmented by firewall from 

corporate systems

Given the fact that hackers will continue to attack  

easily exploitable security gaps, MasterCard strongly 

recommends the earliest feasible adoption of the 

security best practices outlined here and referenced in 

detail in MasterCard’s Global Security Bulletin No. 11 

issued on 13 November 2009.

MasterCard’s issuing and acquiring customers know 

that account data compromise (ADC) events can be a 

significant cost of doing business in an age where 

hackers use sophisticated technology to execute cyber 

attacks from anywhere in the world. 

however, despite the various opportunities fraudsters 

have at their disposal to conduct account data attacks, 

financial institutions can — and should — ensure that 

they are employing the most appropriate mix of tools 

and resources they can to prevent, detect, and 

respond to these ongoing ADC threats. 

Reputational and Financial Impact of 

ADC Events

The majority of ADC events do not occur at financial 

institutions. however, a 2008 Javelin report1 stated 

that regardless of the actual location of an event, 28 

percent of cardholders believe that financial institutions 

are at fault for data compromises compared to 26 

percent who feel the merchant or retailer was at fault. 

The same report also stated that 42 percent of card 

breach victims lose confidence in their financial 

institutions following an ADC event, and many victims 

associate data compromises directly with identity theft, 

even if identity theft did not occur. 

Beyond the clear reputational fallout from a breach 

event, the financial fallout is just as alarming. For 

example, a 2009 Ponemon Institute study2 concluded 

during its review of 45 data breach events last year 

that the least expensive total cost to resolve a U.S.-

based data breach event was $750,000 and the most 

expensive was $31 million. For issuers, acquirers, and 

their customers, efforts to blunt or at least mitigate 

and quickly remedy a breach event have an obvious 

impact on the bottom-line.

When factoring in both the hard dollar costs and the 

reputational fallout following an ADC event, all the 

signs clearly show that issuers and acquirers need to 

focus on the key fundamentals of ADC event manage-

ment as part of their regular business activities. 

ADC Event Management Best Practices 

MasterCard recommends that issuers and acquirers 

consider the following best practice framework when 

determining how to manage future ADC events:

•  End-to-End Event Management 

•   Proactive Data Security and Education

•   Risk Communications Guidelines

End-to-End Event Management 

All ADC events have a lifecycle that includes  

pre-, during, and post-breach activities. It is critical 

that issuers and acquirers understand this lifecycle as  

it specifically relates to their current business  

operations and strategic planning efforts. 

For	issuers,	effective	end-to-end	event		
management	should	entail:	

•  Establishing an operations plan that determines 

cross-departmental product impacts and identifies 

the capabilities of the organization’s functional units 

to address ADC events

•  Determining effective risk matrices for all ADC events 

to assist in proper business decisions concerning 

monitoring and re-issuance of accounts based on  

risk levels

•  Establishing detection methodologies to proactively 

identify potential Common Points of Purchase (CPP)

•   Diligent and comprehensive reporting of data 

accounts that have been compromised, including 

fraud status codes, into MasterCard’s System to 

Avoid Fraud Effectively (SAFE) database

ACCOUNT DATA  
COMPROMISE MANAGEMENT  
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Countries in which one or more 
banks are migrating, or have  
completed migration to EMV chip 

Countries where there has 
not yet been preparation 
to migrate 

Countries where penetration  of 
MasterCard Branded EMV cards, EMV 
POS, or EMV ATMs exceeds 50 % 

For	acquirers,	effective	end-to-end	event		
management	should	entail:	

•  Establishing an operations plan that includes ADC 

event severity matrix rating protocols 

•  Creating a core incident response team consisting of 

cross-functional management groups

•  Methodology to assist the payment brands with 

outreach to the breached entity and the commitment 

to stay engaged during the entire ADC event lifecycle

Proactive Data Security and Education

Both issuers and acquirers must be committed to 

helping educate and reinforce appropriate data security 

practices to their customers, whether they are 

cardholders, merchants, Third-Party Processors, or other 

types of Data Storage Entities and Data Providers. 

•  Often, savvy cardholders are the first line of defense 

when it comes to preventing their payment accounts 

from being compromised; therefore, issuers should 

focus on cardholder education by:

—  Recommending cardholders review their payment 

card statements often

—  Providing information about popular fraud scams, 

such as phishing and skimming 

—  Promoting the use of online protection measures, 

such as anti-virus, anti-spyware, and firewall 

software

—  Offering tips on what to do if customers believe 

they are the victim of an ADC or identity theft event

—  Providing elements of what makes a strong online 

password

•  Acquirers also need to ensure that they are doing all 

they can to protect the integrity of payment card 

account data, including:

—  Educating value chain partners such as merchants 

and processors about what types of sensitive 

payment card data can and cannot be stored 

—  Establishing an effective Payment Card Industry 

Data Security Standard (PCI DSS) program to drive 

merchant compliance. MasterCard’s acquiring 

partners can leverage the MasterCard Merchant 

Education Program to support PCI compliance 

training activities for merchants  

(www.mastercard.com/us/merchant/support/

merchant_education.html) 

—  Sharing information about known security  

vulnerabilities of software and payment devices  

that have led to past data compromises

Risk Communications Guidelines

During a data breach event, most organizations 

struggle to keep up with the demand for information 

from various stakeholders. The pressure of knowing 

what to say and to whom can be reduced by develop-

ing a risk communications strategy before an ADC 

event occurs. Elements of a robust ADC event 

communications response framework should include:

•  A dedicated ADC event communications response 

team that includes members who have direct  

interactions with all the stakeholders that may be 

affected by a breach event

•  An ADC event communications plan that includes 

checklists for response activities based on triggers or 

event timing, contact information for all team 

members, and template response materials that 

include “evergreen” messaging that has been vetted 

by the response team and legal counsel

•  A stakeholder communications matrix that matches 

key audiences against internal and external  

communications channels, delivery dates, and  

the internal staff responsible for disseminating  

the messages 

During	an	ADC	event,	consider	the	following:

•  Use simple language without industry jargon

•  Rely on facts, not speculation

•  Express empathy for affected audiences and inform 

them what to do to mitigate any possible negative 

impact of an ADC event

•  Share information regarding what actions are being 

taken to protect customers

•   Incorporate, when possible, zero liability language 

into cardholder response materials to help address 

financial impact concerns

1�Javelin�Strategy�&�Research;�Data�Breaches:�What�Should�

Banks,�Payments�Firms�and�Merchants�do�to�Protect�Brand�

Equity�and�Customer�Loyalty?�Oct.�2008.�
2�Ponemon�Institute;�U.S.�Cost�of�a�Data�Breach�Study,�2009

Worldwide rollout of EMv continues to gather pace. Several markets and regions around the world have the 

completion of EMv migration in sight or are making large strides as they begin to introduce the authentication 

technology in their regions:

• The Single European Payments Area (SEPA) will have a cards payment market that is largely chip-based as of 2011

• Canada and Mexico are in the early stages of EMv deployment 

• Much of Southeast Asia and parts of Africa also operate EMv-enabled payment networks

MANAGING FRAUD WITh EMv –  
A RISk MANAGER ChECkLIST  
FOR DEPLOyING ChIP TEChNOLOGy 

As�of�Q2�2009,�there�were�487�million�MasterCard�

branded�cards�(including�Maestro)�compliant�

with�EMV,�14�million�EMV�capable�POS�terminals,�

and�over�3,000�active�MasterCard�Chip�migration�

projects�underway�in�119�countries




