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As fraud continues to attack from every angle, MasterCard recommends a multi-pronged strategy that layers 

security at every stage of the card lifecycle.

With fraud continually surfacing in new and unexpected ways, a financial institution’s profitability, reputation 

and customer satisfaction are always on the line. Furthermore, today’s sophisticated fraudsters are attacking 

from many angles, across channels and with alarming success. Managing the cost of fraud extends well beyond 

the overt financial losses. Reputation loss, as measured by increased customer attrition and difficulty winning 

new customers, contributes to the total costs of managing fraud just as surely as the investments you make in 

anti-fraud technology. Balancing portfolio growth against risk requires constant vigilance to satisfy and grow 

your customer base while controlling fraud costs.

MasterCard fraud experts recommend applying key fraud management technologies, tools, and policies at every 

stage of the cardholder lifecycle to reduce risk and manage losses in an ever-changing payments environment.

Manage Fraud from Every Angle

Fraud mitigation must be an enterprise-wide activity that enhances customer relationships and builds confidence. 

While it is ultimately up to each issuer to construct the appropriate framework of people, processes and systems 

that will best help them mitigate fraud, MasterCard recommends five proven fraud management practices to 

help issuers reduce their fraud-related costs at every stage of the card lifecycle — from pre-issuance to recovery. 

1.	Protect	Inactive	BINs	Before	Issuance

Fraudsters have devised schemes to probe issuer authorization systems with random submissions of small-

value authorization requests to automatically generate seemingly valid card accounts from licensed BIN 

ranges that have not yet been issued. With no active monitoring of these accounts, and no cardholders to 

report suspicious activity, this little-known type of fraud can lead to significant losses in a matter of hours. 

Often overlooked, active BIN monitoring for inactive or non-issued accounts should be a critical part of any 

fraud management strategy. MasterCard recommends protecting your card programs during this vulnerable 

period with proactive authentication technologies and authorization controls. 

2.	Manage	Risk	at	the	Portfolio	Level	in	Real	Time	

Sophisticated fraud detection and prevention is integral to any fraud management operation. Effective fraud 

detection begins with precise fraud scoring models. The more customized your fraud scoring model is to the 

unique risk profile of each of your portfolios, the more accurate your fraud detection will be. A precise fraud 

model attacks fraud with a scalpel as opposed to a machete — enabling issuers to better predict when to 

decline or approve a transaction.

In addition, to prevent the first instance of fraud, fraud detection must occur at the point of interaction.  

As cardholders use their cards, effective fraud detection efforts should be able to interface with authorization 

systems and processes to address improper transactions before, during or immediately after they occur. 

Real-time fraud scoring based on current account profiles and multiple points of data from each transaction 

significantly increases accuracy in fraud detection rates. The longer it takes to recognize fraud and remediate 

the risk, the greater the risks of significant financial loss and potential for cardholder attrition.

3.	Integrate	Known	Risk	Factors	into	Predictive	Scoring

Applying all relevant data to predictive scoring tools is critical to delivering a highly accurate threat score.  

For instance, the intelligence gathered around the specific events under which a card account has been  

compromised along with key data points regarding the specific data that has been compromised can be 

invaluable when integrated into the generation of a threat score. Properly weighing and applying the 

predicted impact of a known risk factor, such as the account was compromised in a data breach, within  

the transaction fraud scoring process allows the issuer to make a more educated authorization decision. 

4.	Enable	Cardholders	to	Customize	Spending	Controls

Other advanced fraud prevention technologies enable cardholders to customize unique spending parameters 

for their cards to reduce fraud through more targeted purchasing control. Flexible authorization controls that 

screen and filter transactions during authorization based on multiple combinations of cardholder criteria are 

essential in preventing fraud at the point of interaction.

5.	Develop	Enterprise	Case	Management	

A defensive recovery strategy is just as important as a proactive detection strategy. Everything from dispute 

tracking, fraud investigation and financial adjustments to recovery and charge-off happens during this stage. 

Integrated fraud case management processes are essential in helping issuers use fewer staff resources to 

cost-effectively recoup revenue lost to fraud. An automated case management workflow sourced with 

pertinent behavioral and transaction data can more efficiently navigate disputes with investigation, reporting 

and administration of chargeback and arbitration rules.
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The Bottom Line

An effective, holistic approach requires security measures at every stage. A layered approach is the most 

cost-effective way to reduce fraud risk and losses — using multiple tools, techniques, policies, and procedures to 

prevent, detect, and discourage fraud, as well as recover funds when losses occur.

To keep fraud from gaining further momentum, it is vitally important for every issuer to develop a sophisticated 

approach to fraud mitigation, one focused on the key long-term profitability factors — reducing fraud while 

protecting profitability; safeguarding the reputation of financial institutions; and bolstering consumer confidence 

in the payments system itself.

To learn more about how MasterCard can help you implement products and programs that provide a holistic 
approach to overcoming your security challenges, please contact MasterCard at risksolutions@mastercard.com or your 
MasterCard account representative.

TITLE APPLIES	TO EFFECTIVE	DATE BULLETIN	DATE

Revised	Standards	for	
Account	Data	Compromises	
and	Common	Points	of	
Purchase

Issuers, Acquirers, 
Processors

30 December 2009 Global Operations Bulletin No. 
11 – 2 November 2009

SUMMARY

MasterCard revised its Standards pertaining to the administration of Account Data 
Compromise (ADC) events and Common Points of Purchase (CPPs) by replacing manual 
filing processes with automated issuer reimbursement and counterfeit fraud loss recovery 
processes.

Revised	Standards	for	the	
MasterCard	Site	Data	
Protection	Program

Acquirers and Processors Various 
(See Summary)

Global Security Bulletin No. 12 
– 15 December 2009

SUMMARY

15 December 2009

Level 1 merchants must successfully complete an annual onsite assessment conducted by a 
Payment Card Industry Security Standards Council (PCI SSC) approved Qualified Security  
Assessor (QSA) or an internal auditor.

Level 2 merchants must successfully complete an annual self-assessment questionnaire.

30 June 2011

Level 1 merchants that use an internal auditor for completing an annual onsite assessment 
must ensure that primary internal auditor staff attend PCI SSC-offered merchant training 
programs and pass any PCI SSC associated accreditation program annually in order to 
continue to use internal auditors.

Level 2 merchants must ensure that staff engaged in the self-assessment attend PCI 
SSC-offered merchant training programs and pass any PCI SSC associated accreditation 
program annually in order to continue the option of self-assessment for compliance 
validation. Alternatively, Level 2 merchants may, at their own discretion, complete an 
annual onsite assessment conducted by a PCI SSC approved QSA.

1 July 2012

All merchants and service providers that use third party-provided payment applications 
must use Payment Card Industry Payment Application Data Security Standard (PCI PA-DSS) 
compliant applications, as applicable. Also, Level 1, Level 2, and Level 3 merchants and all 
service providers that use third party-provided payment applications must validate that 
applicable payment applications are listed on the PCI SSC Web site as PA-DSS compliant.
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