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Compromised Account Service
Protect Your Compromised Accounts from Fraud

Navigating Compromised  
Account Management
As fraud from account data compromises continues to 
grow, it threatens greater potential loss and expense 
to your organization. Moreover, getting a handle on 
this type of fraud is tough as it typically rises and falls 
several times throughout the lifecycle of compromised 
accounts. As a result, the repercussions of managing 
compromised accounts can be daunting and costly to 
navigate, often leaving you with more questions than 
answers.

•  Should I incur the expense of re-issuing the 
exposed accounts?

•  Should I proactively re-issue exposed accounts 
to avoid potential fraud attacks or wait until  
fraud actually occurs?

•  How do I minimize the disruption and 
dissatisfaction for my customers with  
exposed accounts?

No matter how you look at it, re-issuing payment cards 
is expensive for you and disruptive to your cardholders. 
While you may not be able to control if and when your 
customers’ accounts will be compromised, you can 
control your risk and expense in managing them. 

Compromised Accounts are  
Prone to Fraud
While compromised accounts only comprise 
12% of all card transactions, they generate 
25% of all fraudulent transactions. As a 
result, compromised accounts are 3 times 
more likely to experience fraud than 
non-compromised accounts.
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Get Real-Time Insight into  
Compromised Account Risk 
Managing compromised accounts requires precise, timely fraud  
prediction to continually assess, and re-assess, potential fraud loss 
and re-issuance expense. That’s why the MasterCard Expert Monitoring 
Compromised Account Service provides you with a comprehensive, 
real-time view of compromised event risk to assess the likelihood that 
fraud will occur in your compromised accounts. 

For each authorization request, MasterCard evaluates compromise 
events to determine whether the accounts referenced in the  
request may have been compromised. For compromised accounts, 
the Compromised Account Service provides you with details of  
the compromise events as well as a predictive threat score that  
can enhance your real-time authorization decisioning and fraud 
detection processes. 

Control Your Risk and Expense  
from Compromised Accounts
The Compromised Account Service helps you to effectively interpret 
the threat of fraud in compromised accounts so that you can:

•  Reduce your risk of fraud loss from compromised 
accounts by leveraging extensive monitoring and in-depth 
intelligence for compromise events—delivered in real-time  
during authorization.

•  Lower your costs of re-issuance with a threat score that 
predicts the likelihood of fraud in each compromised  
account to help determine if and when you should incur  
re-issuance costs.

Within the authorization request, the 
Compromised Account Service provides:

•  MCAlerts Case Number(s) within the last three years 
for the exposed account. Up to three cases are provided 
for accounts compromised from multiple events. 

•  Type and Count of Exposed Account Data including 
MagStripe, PAN, PIN, CVC2, Personal Information and/or 
Expiration Date. 

•  ADC Threat Score indicating the likelihood that fraud 
will occur on the account as a result of exposure to the 
compromise event(s). 

Don’t Compromise on Account Management 

When you need…

•  Robust monitoring of account data compromise 
events for a minimum of three years after  
event occurrence 

•  Consistent, online access to compromised 
account data

•  Multiple compromise events evaluated for 
each account

•  Precise fraud intelligence based on pure, instead of 
derived, transaction data 

•  A predictive threat score to assess re-issuance costs 
for compromised accounts
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About MasterCard Fraud Management Solutions
MasterCard Fraud Management Solutions Group provides financial institutions with the latest products and services to combat payment  
fraud and mitigate risk. Our solutions include broad-based risk detection programs designed to detect and prevent fraud at all stages of 
the account life cycle. 

To find out how you can reduce your fraud losses with efficient fraud detection and decision making,  

contact MasterCard at risksolutions@mastercard.com or your MasterCard account representative.


